HHQbOpMdL;LlOHHO-CI’lpCl@O’-lele mamepuaisl no IHCUBHEHHOU cumyayuu
«3au;uma om MOUWEeHHUKO8 6 cemu»

B pamxkax ¢enepansaoro npoekrta «['ocynapctBo ans moaei» Munnudpst Poccun
n Anamutmyeckun neHtp npu IlpaButensctBe Poccuniickonn denepanmu peann3oBan
mupoBO  CEepBUC MO JKU3HEHHOW CHUTyanmuu «3amura OT MOIIEHHHKOB
B cerw» Ha EguHOM mopTanse TOCYAapCTBEHHBIX UM MYHHUIIUTAIBHBIX  YCIIYT
(manee — 'ocycnyru) B 1IeJIX MPECEUCHUS U MPEIOTBPAIICHHUS] MOIIEHHUYECKUX JACHCTBUHN
(https://www.gosuslugi.ru/scammer_protection).

CepBuc npeaocTaBisieT BIOOP CleAyIOMUX cuTyalnui: « MOIMEeHHUKHA NbITAKTCS
nojayunts jpoctryn kK Docycayram» (3Ta cuTyalnus HampaBieHa Ha TOMOIIb
B BOCCTAHOBJICHHMM KOHTPOJS HAJ Y4YETHOM 3amuchio) UM «S Xo4y 3alUTHThCS
OT MOLIEHHMKOB B ceTW» (B JJaHHOW CUTYallMM pedb UJET O crocobax MpeaoTBpalieHUs
IMPECTYMHBIX JEHCTBUI).

B paMkax mepBo#i cHTyalluM Tpe/CTaBlieHa MOAPOOHAs] MHCTPYKLHS, B KOTOPOM
coJiepKuTCcsT HHGOpMAIUsl O TOM, YTO JeNaTh, €CIU TPaXIaHWUH YK€ COOOIIMI Mapoiib
i koA n3 CMC MOIIEHHUKaM.

B pamMkax BTOpPOii cuTyaluum paccMaTpUBAIOTCS MEPhI, HAlPaBJICHHBIC HA 3aITUTY
OT KHOEPIPECTYTHUKOB (3ampeT Ha ACHCTBUS C HEABMKUMOCTBIO, 3ampeT Ha opopMiIeHUE
JOTOBOPOB CBSI3H, 3alpeT Ha MOJyYeHHWE KPEAWTOB M 3aiiMOB, 3alllUTa YYETHOW 3ammcu
C MOMOIIBIO JOBEPEHHOT'O KOHTAKTa, MpaBuia 0€30MacHOCTH MPH Tele(OHHBIX 3BOHKAX),
a TakKe MPEeACTaBICHbl METOJbl MPOTUBOJACUCTBUS (PUHAHCOBOMY MOIIEHHUYECTBY
U YEK-JIUCT 1O UG POBON TUTHEHE.

CnpasouHo: camosanpem — 000p0OGOIbHOE 02pAHUYeHUe, KOMOPOoe Yel08eK
cam Ha cebs HaKaaovlgaem. 4mooOvl HUKMO He CMO2 0opMums Kpeoumaol U 3atiMbl
Ha e20 UMsl — HU OH CaM, HU MOUleHHUKU («3ampem Ha noiyueHue Kpeoumos
U 3aUMO8»); Umoodbl He OONYCMUMb COBEPULEHUSL COENOK C HeOBUNCUMOCIbIO Oe3 e20
JIUYHO20 YYACmUsl KaK coocmeenHuka («3anpem Ha 0eucmeus ¢ HeOBUNCUMOCMBIOY),
umoObl HUKMO He CMO2 3aKMI0YUms 002080p HA MOOUTLHYIO C653b OM €20 JUuyd
(«3anpem na oghopmnenue 002080p086 CEs3U»).

Josepennviti konmaxm (danee — JK) — smo Oononnumenvhas 3awuma
yuemnou 3anucu Ha l'ocyciyeax om Oeticmeuti MmowenHuxkos. /[K mooxcem cmame,
Hanpumep, poocmeeHHuKk uau opye. Illpu nonvimke 60ccmaHoleHUs O00CMyna
K Y4emHou 3anucu noav3osameis Ha Homep menegona /K 6yoym npuxooums cmc
0151 NoOmeepxHcOeHust 6occmarnosienus napos. /[K noomeepoum zanpoc, monvko
K020a yoeoumcs, 4mo nojib308amens He 66005m 8 3a0J1ydcoeHue.

Kpome Toro, Ha cTpaHulle pa3MEIICHbl TOJIE3HBIE HMHCTPYMEHTHI  JUIS
KrOepOe30macHOCTH.

B karanore oOydalomux KypcoB coOpaHbl wmaTepuanbl 1o 1udpoBoii
IPaMOTHOCTH — OT MPABUJI PE3EPBHOTO KOMMUPOBAHUS JJAHHBIX JI0 METO/IOB PaCIlO3HABAHUS
nundeitkon (https://www.gosuslugi.ru/scammer_protection/courses?s=9&p=1).

Taxke mocTymHa ©0a3a MOIIEHHUYECKHX CXeM, KOTOpas IIOMOTaeT Y3HaTh
00 akTyanbHbIX ciocobax oOmana. Ha naHHBII MOMEHT B HEll comepkutca 86 cxeM C¢ Ux
kpatkuMm onucanueM (https://www.gosuslugi.ru/scammer protection/schemes?s=9&p=1).
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JIns OLeHKM CBOMX 3HAHWM, B CBOIO OYEPEIb, MOKHO IIPOUTH TeCT MO LHUPPOBOi
rPaAaMOTHOCTH, KOTOPBIM ONpEeNeNuT YPOBEHb OCBEJOMIIGHHOCTH B JTOoi cdepe
(https://www.gosuslugi.ru/scammer_protection/quiz).

Crour OTMETHTh, YTO B paMKax BTOPOM CHUTyallud, CPEAU MPOYEro,
HaxoauTcsl  cchuika Ha  pazaen  «KubepOe3omacHOCTH — 3TO  MPOCTO!»,
rae  cobOpaHa mone3Has uHQoOpMalMs O Ppa3HOOOpa3HbIX HHU(PPOBBIX  Yrpo3ax
(https://www.gosuslugi.ru/landing/cybersecurity).

B oraenpHBIX Oj0Kax pa3MemIeHbl PEKOMEHIAIMM TI0 KHOeprpaMOTHOCTH,
CHenuaIbHO pa3paboTaHHbIC IS IETEH U TTOKUIIBIX JIFOICH, KOTOPhIE CYUTAIOTCS HanboJee
ySI3BUMBIMH B UHTEPHETE.

Oco0oe BHHUMaHHWE yAENEHO 3alluTe OT (hUIMHTa, CO3/IaHNI0 HAJASKHBIX TapoJseH,
3alUTe MOOMJIBHOTO YCTPOUCTBA M NPOPUIAKTUKE TeAe(HOHHOTO0 MOIICHHUYECTBA.

[TomuMoO 3TOTO0, Ha CTpaHHIIAX OOEUX CUTYallMi pa3MelIeHa NAMSATKA C I0JIe3HbIMH
CCHIJIKAMM: Ha MHTEPAKTUBHYIO KapTy ¢ aapecamu MBJ/I Poccuun; Ha nogavy 3asiBieHus,
KaNoObl WU TpejiokeHus yepe3 odummanbubii cadt MBJI Poccun; Ha BO3MOXKHOCTH
MOJIYYUTh OECIIATHYIO KOHCYJBTAIIMIO U MOMOIIb FOPUCTA T10 3aIUTE MPaB.

Taxke B pazgene «Yacteie Bompocb» («MoryT U MOIIEHHUKH TMPOAAThH
HEJABUKUMOCTB») HAXOAMUTCS CChbUIKA Ha UWHTEPAKTUBHYIO KapTy C ajJpecaMmu
MHOTO(YHKIIMOHATBHBIX 1IeHTpoB (M®II).

Kpome toro, Ha crpaHunax obeux CUTyalluid pa3MeNIeHbl CCHUIKH, MO3BOJISIONINE
[IPOBEPUTH KPEAUTHYIO HCTOPHUIO, COOOLIUTH O TMOJO03PUTEILHOM 3BOHKE, MPOBEPUTH
o(OopMIICHHBIE CUM-KapThI, I01aTh kaja00y Ha BPEIOHOCHBIN MHTEPHET-PECYpPC, a TaKKe
OTBETHl HAa YacTO 3ajJaBaeMble BOMPOCHL: «Kak HACTpOUTH KOHTPOJIBHBIM BOMPOC?»,
«Kak aHHyIMpOBaTh KPEIUT, €CIIM MOIIIEHHUKHA 0(OPMUIIU €ro Ha Bac yepe3 ['ocycimyru?y,
«KT0 Takou Ipon U Kak He MOonacTh B MPECTYIHYIO CXEMY?» U T.J.




